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Abstract— Better security is essential for IOT devices since
more and more devices today are connected and accessing the
sensitive data stored in each other. Today’s device
authentications in 10T devices are using public and private key
cryptography. In this paper, we review the study of Physically
Unclonable Functions (PUFs) on embedded SRAMS for secured
authentication. The review first categorizes PUFs into categories
based on types of devices. Then, we discuss various performance
metrics used to evaluate the performance of Static Random-
Access Memory Physically Unclonable Functions (SRAM
PUFs). This is followed by various methods of improving
stability and reliability of the SRAM PUFs before the
conclusion.
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l. INTRODUCTION

With the rapid advancement of technology, digital data
storage and access have become crucial. The security and
reliability of this data is especially vital in applications such
as Cloud Computing, Internet of Things (IoT) Systems, and
Artificial Intelligence (Al) Systems. The number of active
loT devices is projected to exceed 29 billion by 2030 [1],
making secure data handling increasingly critical. loT
devices, which often manage sensitive information, are
particularly vulnerable to risks such as identity theft,
reputational damage, regulatory breaches, and financial loss
[2]. The 10T enterprise market size is forecasted to grow at a
compound annual growth rate (CAGR) of 19.4% to $483
billion from 2022 until 2027[1]. DBS Bank anticipates that
0T adoption will approach 100% within the next decade [3].
As the 10T market becomes one of the largest in consumer
electronics, ensuring robust security measures for data access
and storage will be essential to protect against these
significant risks.

With the rapid growth of IoT applications, the risk of
security breaches due to insecure data access, inauthentic and
counterfeit devices is increasing. Although they are much
more secure compared to conventional centralized loT
systems, there are still a lot of security risks in decentralized
or distributed 10T systems which use blockchain or similar
technologies. Fig. 1 illustrates the potential security risks in a
typical centralized loT System. Since most loT devices detect
and store their users' confidential data, the security of these

devices is incredibly essential [4]. Moreover, the authenticity
of each individual device is prone to several threats because
most of the 10T devices are based on small and inexpensive
processing chips without consideration of security challenges
[5]. Not only that, but there have also been several cases of
security breach due to the improper and unreliable security
protocols of 10T Devices. Existing encryption and
authentication systems for 10T devices rely on private and
public-key cryptography. These systems require significant
computational resources for key generation and must store
security protocols in non-volatile memory [6]. Given that
many loT devices lack the necessary computing power for
such tasks, implementing robust security and authentication
protocols remains a challenge.
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Fig. 1. Potential security risks in a typical centralized loT System.
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To address these issues, Physically Unclonable Functions
(PUFs) offer a promising alternative. PUFs act as digital
fingerprints for semiconductor devices, leveraging inherent
physical variations in manufacturing to provide unigque
device identities. This approach eliminates the need for
complex, power-intensive cryptographic algorithms while
still offering strong security and authentication capabilities
[71[8]. Research by Babaei and Schiele (2019) highlights that
while PUFs present numerous advantages, challenges remain
in their implementation [7]. Egowda and Thomas (2020)
reviewed PUFs as key generators and emphasized their
potential for cost-effective and reliable authentication. PUFs
have been successfully integrated into microcontrollers and
FPGAs, providing lightweight security solutions and
supporting secure communication protocols [9][10]. Overall,
PUFs represent a significant advancement in secure loT
systems, addressing the limitations of traditional
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cryptographic methods and enhancing device security with
minimal resource consumption.

1. SRAM PHYSICAL UNCLONABLE FUNCTIONS

The idea of using physical variations as a unique identity
in electronic engineering was first proposed in 2002 by
Gassend, B., et al [11,12]. But they did not use the term
Physically Unclonable Functions; instead, they called them
Silicon Random Functions. They showed that complex
integrated circuits (ICs) can be represented as Silicon
Random Functions which can be used to identify and
authenticate those ICs. They also provided experimental
results proving the reliability of identification and
authentication using Field Programmable Gate Arrays
(FPGASs). Their design performed well under various
environmental conditions. Another research by Pappu, R., et
al., describes random numerical functions based on physical
variations in ICs which are easy to obtain but very difficult to
reverse or clone using the term Physical One-Way functions
[13]. They proposed the usage of mesoscopic physics of the
physical medium in silicon chips instead of number theory
for security and authentication protocols. Those functions can
be applied in cryptography and authentication purposes. They
also designed a simple and cost-effective authentication
system as proof of concept. Their system managed to obtain
a unique and stable identification key at incredibly low cost.
The term Physical Unclonable Function (PUF) was coined by
the same research group of Gassend, B., et al in their later
publication in [14].

There are many different types of PUFs being researched.
Most notable ones are Ring-Oscillator PUF, Arbiter PUF and
SRAM PUF [15]. They can be classified into several
categories using a categorization scheme based on their
application, source of randomness (being implicit or explicit),
family, and concept [16]. The application refers to the fact
that the PUF system uses either all electronic design or hybrid
design. For the second level of organization, the source of
randomness refers to the randomness of PUF, which is either
an implicit or explicit source. The implicit source has an
intrinsic evaluation while the explicit source has an extrinsic
evaluation. The classification of the PUFs can be time domain
PUFs, memory based PUFs, Optical PUFs and so on. The
categorization of different types of PUFs is shown in Fig. 2
[16]. The PUF types with the highest level of industry interest
or the greatest number of research are denoted in bold type.
Optical PUF is a transparent material that is doped with light
scattering particles on which a laser beam shines to make a
random and unique speckle pattern arise; time domain PUF
such as ring oscillator PUF and arbiter PUF operates on
variation in delay which are used mainly in complex systems
such as FPGAs; memory based PUF derives responses based
on the properties of the memory cell, which can be
implemented by exploiting the existing SRAMs in simple
microcontrollers [17, 18]; these include both the embedded
SRAMs that reside on various microcontrollers as well as off-
the-shelf SRAM chips. SRAM PUF is a popular memory-
based PUF owing to SRAM being a standard component for
most electronic devices.

A conventional SRAM cell is made of six or four
transistors with an inverter loop. The schematic of a six-
transistor SRAM cell is shown in Fig. 3 (a) and that of a four-
transistor SRAM cell is shown in Fig. 3 (b). Although the
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manufacturing process of semiconductors is controlled very
accurately, parameters such as threshold voltage, mobility,
capacitance, and resistance of these transistors are distributed
within some specified range [19]. These physical variations
are too small to affect the correctness of a memory cell’s
function but large enough to cause different start-up behavior.
The physical variations in size and shape of each SRAM cell
can be seen clearly in the microscopic view of SRAM Cells
from STM32F103 Microcontroller die in Fig. 4.

| Application | anndomnm Source

| Family Concept Grouping

-Ring PUF

—| Racetrack } -Arbiter PUF

-ClockPUF

Glitch PUF
Transient/Gitch ] Time
TEROPUF  Domain PUFs

—TV-PUF

|-Power Distro. PUF
1-CNN PUF

|-via PUF
L_QUALPUF
—SRAM PUF
Bistable Ring PUF
|-MECCA PUF

Imphck Direct
(Intrinsic) Characterisation

Volatile Memory

{—SRAM Failure PUF

—DRAM PUF

‘“—Rowhammer PUF
-Memristor PUF

{PCKGEN Metiory
-STT-MRAM PUF Cell PUFs

—Acoustical PUF

|-Coating PUF

[—SHIC PUF

—MEMS PUF

—CNPUF

t—BoardPUF

—Q EPUF

Al Electronic

[—Self-Assembly PUF
-NEMS PUF
Po— RF-DNA PUF
LC PUF
—Optical PUF
Explicit t—Phosphor PUF
(—Nanowire Distro. PUF
t—Optical Fibre PUF
Optical icle Distro. PUF
|Liquid Crystal PUF

—Q OPUF

t—Monolayer Depo. PUF
‘—Lanthanide Lum. PUF

-Paper PUF
Optical -[

Optical PUFs

Magnetic -Magnetic PUF

Fig. 3. (a) Schematic of a Six-Transistor SRAM Cell; (b) Schematic of a
Four-Transistor SRAM Cell.
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Fig. 4. Microscopic View of Actual SRAM Cells on STM32F103
Microcontroller.

SRAM PUFs utilize the initial state of each SRAM cell
after start-up (power-up). When the SRAM receives power
supply, the internal mismatch of transistors in each cell
produces random and unpredictable data of ‘0” or ‘1’ [20].
The random uninitialized data from all the SRAM cells
together compose a unique identification key for the device.
Once the initial data is acquired, the SRAM can be used again
for the system. As the transistor sizes are becoming smaller
and smaller in accordance with Moore’s Law [21] for more
complex and better operations, the variability in transistor
performance increases significantly. In other words, the
miniaturization of transistors in semiconductor chips leads to
more variances in minimum threshold voltage Vth and other
characteristics including mobility. Since the stability of the
SRAM PUF is dependent on the variability of the transistors
in each cell, the increase in the variability means an increase
in the SRAM PUF performance [22]. This is because the
wider variation means the operating margin of each SRAM
memory cell is distributed more widely making them more
consistent during the power up states [23]. SRAM PUF can
be employed simply on a microcontroller for security and key
generation without affecting its memory performance and
behavior.

The concept of using SRAM start-up values as digital
fingerprints for secure key generation was initially proposed
by Holcomb et al. in 2007. They demonstrated that SRAM
PUFs could generate 128-bit random numbers for
cryptographic purposes from 256 bytes of SRAM using 160
different circuits. The SRAM PUFs were tested and found to
meet various cryptographic standards [19]. In 2015, Van
Aubel et al. explored the use of SRAM from AMD64 CPUs
and Nvidia GPUs as PUF sources. They discovered that while
AMDG64 CPU registers exhibited non-random and non-
fingerprint behavior, Nvidia GPUs showed promising
potential for PUF applications, eliminating the need for
external dedicated hardware [24]. A 2017 study by Wilde
analyzed SRAM PUFs in 144 |Infineon XMC4500
microcontrollers, each with 160 KB of SRAM. The study
reported average results in Reliability, Bit-Alias, and
Uniformity, and mid-range Uniqueness, consistent with
findings from other microcontrollers [25]. Lipps et al.
investigated  SRAM PUFs  using  AtMega2560
Microcontrollers, assessing their entropy and the impact of
environmental factors like temperature and supply voltage.
Their results suggested that the AtMega2560 MCU is well-
suited for security and authentication applications due to its
reliable PUF characteristics [26].

However, the start-up values of SRAM do not always give
the exact same PUF values, which are called unstable bits.
The start-up conditions or the PUF’s stability could be
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affected by temperature, supply voltage, and other
environmental and external variations [27]. This is due to the
nature of static memory and the voltage and current behavior
of the CMOS SRAM chips. It also depends on the physical
location of SRAM on the chip die [28]. In addition, since
SRAM PUF makes use of small and variant mismatches that
are inherent in circuit elements of individual chips, it is
impossible to avoid errors and instabilities [29]. Some
characteristics of SRAM PUF such as reducing Bit Error Rate
(BER), stability, uniqueness and uniformity have been
defined to evaluate the SRAM PUF responses, which can be
used as a measure of the reliability and robustness of an
SRAM PUF to be deployed in security systems. [30]
proposed an SRAM PUF composed of 7T SRAM cells with
noise immunity and performed BER benchmarking using
55nm CMOS chips. They verified the BER is 11 times lower
than the 6T SRAM PUF. [31] suggested 8T cells using the 28
nm fully depleted silicon on insulator process and
demonstrated the characteristics with respect to bit error rate
(BER) as low as 0.72%.

1. EVALUATION METRICS OF SRAM PUFs

The Physically Unclonable Functions are usually
described as Challenge Response Pairs (CRPS). The response
(R) is the function (P) of the challenge (C). Hence, the PUF
function can be represented as a Challenge-Response Pairs
(CRPs) as shown in Equation 1.

R=P(C) 1)

Different types of Physically Unclonable Functions (PUFs)
use various methods to generate Challenge-Response Pairs
(CRPs). For SRAM PUFs, the process is relatively
straightforward. The challenge in SRAM PUFs is defined by
the memory address and the bit position within the SRAM.
For example, the challenge C could be a specific memory
address and a particular bit location within that address. The
response is the start-up binary value of the SRAM bit at the
specified address. This value is obtained when the SRAM is
powered on or initialized, revealing its inherent start-up state
[32]. To collect CRPs, you first access the uninitialized
SRAM to read the binary start-up values. This is typically
done using a specialized program designed to retrieve a
certain amount of data from specific memory addresses. For
instance, the program might collect 64 bytes (512 bits) of data
from a predefined range of addresses. The collected response
values Rs are then stored along with their corresponding
challenge addresses Cs in a database or file for subsequent
analysis. This stored data can be used to assess the reliability,
uniqueness, and other characteristics of the SRAM PUF. An
example illustration of CRPs for SRAM PUFs is shown in
Fig. 5.

Address Start Up Value If the PUF

P = {... 0100 1110 0001 0110 110] Q011 ...}

0111 0000 0100 1110
0111 0001
01110010
01110011
01110100
01110101
01110110
01110111

00010110
11000011
01010101
1100 1001
0100 1110
01010011
1011 1111

And the Challenge

C=01110010, 100 (Address, Bit)

Then, the Response

R=P(()=1

Fig. 5. An Example Illustration of CRPs for SRAM PUFs.
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A. Error Rate

The error rate, E also known as Bit Error Rate (BER),
quantifies the reliability of the PUF. It is calculated by
determining the fraction of different bits between repeated
measurements of the PUF response. The ideal error rate is
0%, meaning that every iteration of the PUF produces an
identical binary stream. The difference in each bit of the R
is called the Intra-distance Dinwa. In other words, Dinya is the
error bit of the response value R, and it can be used to get
the error rate E of the SRAM PUF. The error rate E is
sometimes abbreviated as Bit Error Rate (BER). The BER
can determine whether the system is reliable enough to be
used for security and authentication purposes. The ideal
error rate is 0% where all the iterations of PUF produce the
exact same binary stream. Equation 2 shows the error rate
can be expressed as the fraction of the number of different
bits over the total number of n bits in percentage.

E = 2intrax 100% @)

B. Uniqueness

Uniqueness in SRAM PUFs measures how distinct the
response values are between different chips of the same
type. This property is crucial for ensuring that each chip has
a unique digital fingerprint, making it distinguishable from
others. It can be represented using the value of Inter-
distance Dineer Which reflects how different the responses are
between two chips of the same type. That can be evaluated
by finding the difference between the response values
obtained from different chips using the same challenge C.
Uniqueness can be used to ascertain that a PUF stream is
unique, and no other chip can produce the same value. In
other words, it can be used to quantify how unique an
SRAM PUF binary stream for a particular type of system is.
The formula to calculate Dinter is presented in Equation 3.

D inter (Rx, Ry) = A(Rx, Ry) (3)

Like error rate, the inter-distance of the PUF function can also
be represented as the fraction of Diner Over the total number
of bits n [33]. The fractional inter-distance I can be calculated
using the formula given in Equation 4.

I (Rx, Ry) = 2222 (4)
Uniqueness can be used to ascertain that a PUF stream is
unique. This ensures that no two chips produce the same
response value for a given challenge, which is essential for
applications  requiring high  security and distinct
identification. In other words, it can be used to quantify how
unique an SRAM PUF binary stream for a particular type of
system is. It is a very important factor for the identification
and authentication of chips. Since the SRAM PUF deals with
binary values, the ideal uniqueness is 50% with zero standard
deviation.

C. Uniformity

Uniformity is a key characteristic of PUFs that measures
how balanced or biased a binary stream is towards '0's or '1's.
This characteristic is crucial for assessing the randomness
and quality of the PUF responses. It can be calculated as the
ratio between the number of Os and 1s in a stream of bits. It
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can determine how well-uniformed the PUF stream is. The
uniformity or the bias of PUF is also known as Fractional
Hamming Weight W. The ideal value of uniformity is 50%
where the binary stream is well-uniformed and biased neither
towards ‘1’ nor towards ‘0’. Uniformity or the Fractional
Hamming Weight W can be calculated using Equation 5.
W(R) = # (i:R+0) )

n

D. Randomness

Randomness in a binary stream assesses how
unpredictable or random the data is, which is crucial for
evaluating the effectiveness of random number generators.
The Binary Entropy Function, a form of Shannon Entropy, is
used to quantify this randomness. The Binary Entropy
Function is a type of Shannon Entropy, and it ranges from 0
(the least random value) to 1 (the most random value) [34]. It
can be denoted as H(p) where p is the probability of the
Fractional Hamming Weight W [35]. The formula for
Randomness, H(p) is presented in Equation 6.

H(p) =p * logz (p) — (1 - p) * logz (1-p) (6)

The graph for H(p) for all possible values of P is
illustrated in Fig. 6. The randomness is the highest when the
value of p is 0.5, which is when the uniformity is at its ideal
value of 50%. When the PUF response is biased towards
either 0 or 1, the randomness will be closer to zero.

Fig. 6. Graph of H(p) for All Values of p.

E. Stability

Stability S of the SRAM PUF measures how consistent
the PUF responses are over multiple iterations or different
power cycles. It reflects the reliability of the PUF in
maintaining the same response for the same challenge across
various operations. Stability is also known as the steadiness
of the PUF. In other words, it is the ratio between the number
of the bits that never change their values throughout all
iterations versus the total number of bits. It is also called the
steadiness of the PUF. Stability can be represented as
Equation (7).

_ #(:Ei=0)
- n

S ()
Stability, together with the error rate, can determine the
reliability and the repeatability of a PUF stream. The stability
of as close to the ideal stability at 100% as possible is desired
in reliable and robust systems.
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IV. CATEGORIZATION OF SRAM PUFs BASE ON ROBUSTNESS
IMPROVEMENT TECHNIQUES

Several research works have successfully demonstrated
the potential of SRAM PUF and have shown that power-up
values are useful as SRAM PUF response [36]. Wang et al.
investigated the stability issues associated with SRAM PUFs
and explored various power-on techniques to enhance their
reliability for cryptographic applications. Their research
focused on improving the consistency of SRAM PUF
responses during power cycles by using different
initialization methods [37]. Elshafiey et al. examined how the
rising time of the power supply impacts the start-up values of
SRAM PUFs. They implemented a 180nm Silicon
Germanium  Bipolar/CMOS (BiCMOS) SRAM and
confirmed that variations in power supply characteristics can
significantly affect the PUF's start-up behavior and stability
[38]. Takeuchi et al. measured SRAM data following power-
up for an addressable SRAM cell array. Their research
revealed that factors such as address switching noise and
memory effects can greatly influence SRAM PUF responses.
They proposed methods to better characterize SRAM power-
up behavior and improve the reliability and stability of the
power-up state [39][40].

Several research works have successfully demonstrated
the potential of SRAM PUF and have shown that power-up
values are useful as SRAM PUF response but improvement
needs to be done to optimize the stability and robustness of
SRAM PUFs. This is important especially to produce the best
security keys and true random number generations for
security applications. The most common method to improve
the stability and repeatability of SRAM PUF is using various
Error Correction Codes (ECCs) or Fuzzy Extractors to
minimize or eliminate the errors. SRAM PUFs could be
categorized into six main categories based on the techniques
of improving the SRAM power-on stability:

PUF with error detection and correction;

PUF with data extractors;

Modified SRAM circuitry as PUF;

SRAM PUF of various transistor technologies;
SRAM PUF using stable bit selection.

A. PUF with Error Detection and Correction

There are several studies using various types of Error-
correcting codes (ECCs) to reduce or eliminate the errors in
different types of PUFs. ECCs are used to map the noisy PUF
responses to codewords in a way that allows for error
detection and correction. This process involves transforming
the raw PUF response into a more stable PUF response. To
correct errors in the PUF response, a helper data structure is
used. This data is derived from the PUF golden responses and
aids in correcting errors during the key reconstruction phase.

Kim et al. fabricated a chip with a power controller,
circuits for error correction coding (ECC) module, a SRAM
array and central processing unit in their work and pointed
out that that using ECCs in SRAM PUF can reduce the error
rate to less than 10-6[42]. Chen, B., et al. researched on the
uniqueness and intrinsic randomness of SRAM PUFs and
discussed that they are the potential candidates for security
and authentication of 10T devices. They stated that SRAM
PUF suffered from noises and was affected by other
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environmental variations. They proposed to use the polar
code ECC scheme for key generations. They managed to
generate 128-bit keys using 1024 SRAM-PUF bits and 896
helper data bits and achieve a failure rate of lower than 10-°
with bit error probability of 15%. Moreover, they examined
the adaptive list decoder for polar codes to increase the list
size [43].

To simplify the ECC mechanism, [44] proposed to
integrate error detection and hard masking methods where
error detection detects the SRAM cells which produce
erroneous outputs and hard masking excludes these cells
from key generation. With the exclusion, this reduced the
amount of data that needs to be protected by ECC and thus
the helper data size.

Laban, M., and M. Drutarovsky., have done research on
the improvement of SRAM PUF responses of a 32-hit
microcontroller for cryptographic systems using Code Word
Masking method. They proposed an improved Code Word
Masking method for reconstruction of PUF response to
maximize the PUF response size and to minimize
requirements for the ECC. The modification resides in
repeated encoding of one response. They managed to
generate 140 bits using 512 PUF response bits without error,
across various temperature and voltage levels [45].

ECC schemes are used not only for the improvement of
error rates, but they are also used for aging related
instabilities. Li, B., and S. Chen have used the Restrict Race
Code (RRC) to prevent the aging effect on SRAM PUF. They
used a dynamic PUF authentication method by combining
software and hardware systems to improve the robustness of
SRAM PUFs against aging. They implement the system on
SRAMs of FPGAs and validate using Characteristic Value
Challenge (CVC) randomness tests [46]. Neale, A. and M.
Sachdev also proposed a hardware and software combination
scheme for better SRAM PUF performance on 28nm CMOS
SRAM. They combined majority voting and data integrity
masking with custom circuit design to generate 100%
reproducible PUF responses [47]. The combination of ECC
and the specialized majority voting, namely two-stage
temporary majority voting, as shown in [48] has further
demonstrated the advantage of lower hardware overhead
without compromising the performance of SRAM PUF.

In short, ECC is advantageous to improve the PUF’s
stability but apart from additional hardware, error corrections
may require a lot of computation power and time, which is a
challenge to deploy the ECC for PUF in loT nodes.
Additionally, they might contribute to leaking some of the
information through the helper data of PUF which is
supposed to be kept secret.

B. PUF with Data Extractors

There are three data extractors proposed so far to improve
the robustness of SRAM PUF, namely Von Neumann
extractor, Fuzzy extractor and Linear Shift Register extractor.
The Von Neumann extractor is designed to extract uniform
random bits from biased or correlated sources. It is
particularly useful when the source bits are not perfectly
random but have some level of bias or dependency. In short,
this extractor improves the PUF’s performance metrics of
randomness and uniformity. On the other hand, a fuzzy
extractor is designed to handle noisy or error-prone data
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sources and produce stable and uniform outputs. This tool is
used to improve PUF’s performance metrics of stability and
uniformity.

Liu, H., et al introduced an improved Von Neumann
Extractor for error correction. The extractor processes pairs
of bits of the raw SRAM PUF to produce uniformly
distributed output bits, making it suitable for use with SRAM
PUFs that have inherent biases or correlations. They achieved
an error rate of less than 1% per bit and reduced the number
of required responses by approximately 11/16, the amount of
helper data by 2/3, and the number of masks by 3/8 compared
to the original method [49].

Fuzzy extractors are designed to derive a stable,
uniformly random key from noisy and variable PUF
responses, using helper data to correct errors in future
measurements. Ensuring that helper data does not leak
sensitive information about the PUF challenge is crucial.
Helper data should not allow unauthorized parties to infer the
key or its structure. Therefore, A. Ali pour et al. introduced a
PUF-based masking mechanism with variable positioning to
enhance security; masking mechanism obfuscates the helper
data from being exploited by attackers whereas variable
positioning varies the position of masking bits based on other
factors such as environment parameters to further strengthen
the PUF’s security [50].

The Code Word Masking construction for Physical
Unclonable Functions (PUFs) in [51] introduces a novel way
to enhance security and mitigate leakage risks by leveraging
error correction codes (ECC) in the generation and handling
of PUF responses. The masking method properly selects and
masks PUF response bits based on the ECC code words to
construct the helper data that does not leak information.
Additionally, the helper data is obfuscated in a way that
makes it difficult for an adversary to exploit. [52] practically
demonstrated the integration of Physical Unclonable
Functions (PUFs) and fuzzy extractors ensured secure
communication between unmanned aerial vehicles (UAVS)
and ground stations, as well as between UAVS themselves.

The SRAM PUF Linear Shift Register Extractor [53] is
another data extractor which is an effective method for
generating stable and secure cryptographic keys from SRAM
PUFs. By using linear shift registers as an extractor, this
technique extracts stable bits as PUF and improves the PUF’s
uniformity. The method eliminates the use of helper data
which eliminates the risk of leaking information.

C. Modified SRAM Circuitry as PUF

An alternative method to produce more consistent or
stable bits in PUF is by physically modifying to emphasize or
amplify the variation. However, most of the modification
techniques limit the modified SRAM cells for PUF usage
only because the modification makes the memory read/write
operation failures. Chang, C.-H., et al., proposed a method to
solve the issues of amplifying the mismatch resulting in
memory read/write failures. They designed a dual-mode
SRAM cell optimization using word-line voltage modulation
and dynamic voltage scaling to prevent SRAM PUFs from
memory failures. They implemented their design on 45nm
CMOS SRAM cells, and the analytic results showed
improvements in SRAM PUF reliability while maintaining
the ability to be used as normal SRAMSs [22]. Other effective
methods of SRAM cell modification for more stable SRAM
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PUF cells include (i) burning in the SRAM cells, (ii)
manipulating the power supply voltage, (iii) altering the
transistor level circuit design of the SRAM cells, and so on.

Liu, K., etal., obtained an error free SRAM PUF response
by using Hot Carrier Injection (HCI) burn in process on the
alternate direction NMOS. They achieved a 100% stable
SRAM PUF with visible oxide damage without using
additional fabrication processes or extra transistors in the
SRAM cells. After going through a 21-year equivalent aging
process, their design has an error rate of less than 1.0 x 1077
[54]. They also have researched Enhancement-Enhancement
(EE) SRAM PUF with a dark-bit detection technique. They
used an integrated VSS-bias generator for improving the
BER to less than 1.3x10 using supply voltage of 0.8 to 1.4
V under the temperature range from -40°C to 120°C. They
also implemented a 2D power-gating scheme for low
operation energy, low standby power, and high attack
tolerance [55].

Miller, A., et al. presented SRAM PUFs with an internal
error reduction mechanism. They used a capacitive pre-
selection test to detect unstable cells in one VDD /
temperature corner. They implemented TSMC 65nm SRAM
Chips with no impact on the randomness of the PUFs. They
obtained a BER of 7.4 x 10-1° and an energy consumption of
16 fJ/bit [56].

Shifman, Y., et al., uses a modified SRAM PUF which is
fabricated in TSMC 65-nm process. They proposed a new
pre-selection test to remove all the unstable cells of SRAM
PUF eliminating the need for ECCs [23]. They also fabricated
an SRAM cell with two bits per cell response where only
NMOS in the latch configuration responses. They then
analyzed the Decision Voltage and measured the results [57].
Liu, C.Q., et al., also have introduced dual port (DP) SRAM
to overcome the limited accessibility of conventional SRAMs
and offer low power and high-speed memory transfer.
Moreover, the DP-SRAM can generate two independent
response bits per cell for better reliability, uniqueness, and
randomness [58].

Mispan, M.S., et al., researched using instruction cache
instead of on chip SRAM memory in 32-bit ARM Cortex M
architecture. They also induced NBTI aging and claimed that
their design can reduce the error rate from 14.18% to 5.58%
in SRAM PUF resulting in reduced area overhead for ECC
circuitry [59]. Lu, L., and T.T. Kim proposed a 2D sequence
dependent SRAM PUF which uses the challenge response
pairs by row and columns in SRAM arrays. They utilized
horizontal word lines to connect four cells to generate 1-bit
data. They achieved a BER of less than 3% with uniqueness
of 49.7% and uniformity of 42.7% by using their design [60].

[61] improved the reliability and randomness of SRAM
PUF by introducing a new timing control scheme that
incorporates an additional NMOS transistor to address and
eliminate the mismatches between the challenge and word-
line inputs to both inverter arrays of the SRAM. [59]
suggested to use a PMOS transistor as a power switch to
ramp-up the SRAM cell voltage to supply voltage faster such
that the cell is less susceptible to noise, leading to more stable
PUF response. Shinohara, H., et al., proposed a method to
reduce the BER of SRAM PUF by unbalancing the size ratio
of PMOS and NMOS transistors for CMOS SRAMs. They
increased the mismatch factor by unbalancing the transistor
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size ratio hence reducing the BER by less than half of the
original SRAM PUF [29].

Following some works analyzing memory aging factors
such as the negative bias temperature instability (NBTI) of
SRAMs to manipulate the SRAM PUF characteristics, [62]
performed workload-aware aging analysis for On-Chip
SRAMs to predict the performance degradation of the sense
amplifiers in the memory. This analysis was then used in an
aging-aware SRAM design exploration framework that
optimized the SRAM PUF design in reliability. Similar work
has been conducted in [63] which modelled the static noise
margin of SRAM and performed the sensitivity analysis to
optimize the SRAM cell design for better stability and
reliability.

Zhang, H., et al. introduced a method to amplify the
mismatch resulted from the pair of NMOS transistors of an
SRAM cell through the cross-coupled invertor during the
discharge process biased at the subthreshold region so that
more stable SRAM PUF responses were obtained [64]. This
is feasible by additional NMOS transistors as switch
transistors to adjust the Vg of the NMOS in the SRAM cell
such that the voltage value is small enough to bias the cell in
the subthreshold region.

Su Z. et al. proposed an 8T SRAM-based Physical
Unclonable Function (PUF) to improve reliability and
radiation tolerance. The enhancement involves adding two
cascode PMOS transistors to a standard 6T SRAM cell. This
design is particularly tested under various conditions using a
28 nm Fully Depleted Silicon on Insulator (FDSOI) process
and obtained excellent uniqueness and BER as low as 0.72%
[65]. The same researcher also proposed a 7T SRAM PUF
with noise immunity; the structure can avoid the noise impact
during the power-on transition period and amplify the
mismatch voltage when entering a mono-stable sate before
the bistable state, resulting a huge native BER reduction [66].

Garg, A, et al., presented a post fabrication SRAM PUF
improvement method by exploiting the device aging to
increase the mismatch between two cross coupled inverters.
They increased the uniformity and reliability by using this
method [67]. Vijayakumar, A., et al., proposed a design
enhancement to improve the reliability and efficiency of
SRAM PUF. They have generated a 128-bit SRAM PUF
error rate of less than 10 using their proposed design [27].

Kim, M., et al. used the electromigration phenomenon on
metal fuses for improved stability of SRAM PUFs. They
programmed the start-up values of SRAM into the local metal
fuses to improve the reliability and robustness of SRAM
PUFs. They achieved 100% stable SRAM PUF cells by doing
so [68]. Islam, M.N., proposed a new method to accelerate
the device aging effectively. They used a low-cost proxy to
measure the amount of mismatches for each chip during
manufacturing and used previously proposed methods for
device aging to accelerate the process. They managed to
provide successful burn-in to obtain better reliability and
more stable SRAM PUFs [69].

Clark, L.T., et al., proposed another method to modify the
SRAM for better reliability. They used foundry cells by
slightly modifying traditional SRAM cells for better PUF
performance. They fabricated their design into large 1M-bit
SRAM arrays on a 55-nm process using the foundry supplied
SRAM cell layouts which amplify the transistor mismatch for
lower error occurrence. They also discussed a way to
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eliminate the errors entirely by using helper data instead of
other ECCs [70].

D. SRAM PUF of Various Transistor Technologies

Trujillo, J., et al. researched on implementing SRAM PUF
on Silicon Germanium wafers and proved that their circuits
are suitable for security purposes by evaluating randomness,
hamming distance, uniqueness, and reliability [71].

Zhang, S., et al. proposed using Fin Field Effect
Transistor (FINFET) SRAM PUFs as an alternative to
conventional CMOS SRAM PUFs. They investigated the
SNM of FinFET SRAM PUFs, finding it to be a critical factor
in ensuring the reliability of these designs. They concluded
that FinFET SRAM PUFs exhibit reasonable performance in
terms of reliability compared to traditional CMOS SRAM
PUFs [72]. Narasimham, B., et al. conducted research on
28nm and 16nm FinFET SRAM PUFs. They explored how
well FinFET SRAM PUFs can withstand instabilities related
to aging, a crucial factor for long-term reliability. Their
findings indicated that FinFET SRAM PUFs can maintain
stable performance despite the challenges associated with
aging [73]. Further experiments in [74] concluded that using
the evaluation technique of within class Hamming Distance
for technology nodes 16nm, 14nm and 7nm, temperature
variations have a marginal impact on the reliability, and both
low-power and high-performance SRAMSs can be used as a
PUF without excessive need of error correcting codes
(ECC:s).

E. SRAM PUF using Stable Bit Selection

There are a few other methods being researched to obtain
stable SRAM PUF cells by using other attributes of SRAM
cells. Liao, Z. and Y. Guan conducted experiments to
investigate spatial dependencies among SRAM cells, which
can affect the stability and reliability of SRAM PUFs. They
recommended strategies to mitigate unwanted dependency
effects by carefully selecting SRAM cells to enhance the
reliability of the power-up state [75]. Liao, Z., et al. explored
the Discharge Inversion Effect (DIE) in SRAM chips and its
impact on SRAM power-up behavior. Their study
highlighted how this effect could influence data retention and
stability. They provided procedural recommendations for
more effective data collection to address these issues and
improve SRAM PUF performance [76]. The same researcher
shows the application of SRAM PUF in biometric
authentication [77]. Alheyasat, A., et al. analyzed mismatch
factors across different types of PUFs, including SRAM
PUFs, and demonstrated the viability of robust methods for
selecting stable PUF bits. Their research emphasized the
importance of addressing mismatch issues to enhance the
stability and robustness of PUF designs [78].

Vatajelu, E.I., et al. focused on enhancing the stability of
SRAM PUF cells by leveraging the dynamic behavior of
SRAM cells during power-up. They analyzed the dynamic
evolution of SRAM cells during power up to identify which
cells are the most stable. This method assesses how SRAM
cells transition from their power-down state to their
operational state and aims to identify cells that consistently
demonstrate stable behavior. They eliminate the unstable
SRAM PUF cells by identifying the symmetrical cells based
on dynamic SRAM stability tests. Their simulation results
proved that their method could improve the SRAM PUF
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reliability without using ECCs and without modifying the
SRAM cells [79].

Saraza-Canflanca, P., et al. identified the strongest SRAM
PUF cells by manipulating supply voltage after writing
values to the SRAM cells. Their method is because strong
SRAM PUF cells flip faster when storing their non-preferred
values. They wrote all the cells with ‘1’s and reduced the
supply voltage so that the weakest ‘1’ cells can be eliminated.
Then, all cells have been written with ‘0’s and encountered a
similar power reduction. By this way, the strongest ‘1° cells
and strongest ‘0’ cells can be identified for a more stable and
more robust protection against aging and circuit degradation
SRAM PUFs [80]. Lee, J., et al., have also used the power
supply ramp up method in combination with controlling the
evaluation region of SRAM cells, to obtain more stable
SRAM PUFs. Their experimental results on 180 nm SRAM
cells provided a decrease in error rate of 55.05% and
increased in reproducibility of 2.2x [81].

Liu, W., et al., proposed a method to generate stable
responses from SRAM PUF using Fourier analysis. They
examined the Fourier Spectrums of the SRAM PUF binary
responses to determine the power-up behavior of RAM cells
[82]. By doing so, obtaining the sign-bits of Fourier
coefficients at some frequency values. They used the sign-
bits as stable random keys together with an encoding
algorithm.

The preselection test for SRAM Physical Unclonable
Functions (PUFs) was proposed in [83] that induced a
temporary intentional skew, or "tilt,"” within SRAM cells to
assess their stability to determine whether the mismatch
inherent in the SRAM cells is strong enough to overcome the
induced tilt, allowing for the reliable selection of stable cells
for use in PUFs. Cells that demonstrate stability under tilt are
selected as stable cells for the PUF response.

In [84], Park S. et al. identified and utilized the access
transistors with the highest read current mismatch in adjacent
SRAM cells as SRAM PUF response. This technique
improves the reliability of the PUF by leveraging the most
significant mismatches to ensure stable and consistent
responses. [85] introduced a newly designed compact
response instability detector that enhances the reliability of
SRAM Physical Unclonable Functions (PUFs) by detecting
occurrences of bit-flipping under identical challenges as
unstable responses to be filtered out.

Data Remanence is one of the important bit selection
techniques. SRAMs can retain the data for a few hundred
milliseconds after the supply voltage is removed due to
charge leakage in internal capacitance of transistors in SRAM
cells. However, how much of the data that is retained after a
certain time varies for different chips. It becomes necessary
to find the best power off duration suitable for each type of
chip if data remanence based PUF is used.

Data remanence is used along with binary search to assess
and select the SRAM cells as the SRAM PUF response,
providing a more consistent and reliable key generation
process [86]. [87] proposed a method based on the Data
Retention Voltage metric to select the cells with the most
stable power-up response. Using these cells to generate the
PUF identifier will result in a more stable response, and thus
a better PUF performance.
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V. CONCLUSION

In conclusion, research consistently shows that SRAM
PUFs have great potential for security keys and true random
number generation. Efforts to enhance their stability and
reliability often involve fuzzy extractors, ECCs, or
modifications to SRAM cell designs. While these methods
improve stability, they can be costly or affect SRAM memory
performance. Data remanence for selecting PUF bits is
promising but also presents challenges, including time,
computation demands, and variability in power-off duration.
Research on optimal power-off times and SRAM PUFs in loT
microcontrollers is still limited.
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